
R I S K  A S S E S S M E N T  M O D E L S S A M P L E  R E P O R T

R E D  T E A M  E X E R C I S E  D E B R I E F

Red Team
Red Team Exercises

ISSUE EXERCISE 00

CADENCE PER ENGAGEMENT

HANDLING CLIENT CONFIDENTIAL

B O T T O M  L I N E  U P  F R O N T

The Red Team reached the client's server room and executive floor within 90
minutes on day two of the exercise. Entry relied on tailgating, a cloned
access card and an unlocked fire door. Guards challenged the team once,
and the alert was not escalated.

3
POINTS OF INTRUSION

ACHIEVED

90m
TIME TO SERVER ROOM

1
CHALLENGES BY GUARDS

F A C I L I T Y  E X P O S U R E  S C O R E

4 / 5

H I G H

LOW CRITICAL

Scored on TAM-C's 1 to 5 risk method

from the points of intrusion the team

achieved.

01 Points of intrusion

TAILGATING HIGH

Main lobby entry behind staff

An operator posing as a  courier

followed staff through the lobby turnstiles at

the morning peak. Reception did not ask for a
visitor pass or confirm the delivery recipient.

SOURCE · RED TEAM OPERATOR

CARD CLONING HIGH

Access card cloned in the cafe

A staff access card was read at close range in

a nearby cafe and cloned within minutes. The

copy opened the  floor and the server
room, which use the same legacy card format.

SOURCE · RED TEAM OPERATOR

FIRE EXIT ELEVATED

Fire door propped open by
smokers

A rear fire door was propped open by staff on

smoke breaks and had no alarm. The team

used it to bring in equipment and leave

unseen. A  guard saw the team but did
not report it.

SOURCE · SITE OBSERVATION

02 Control performance

CONTROL TREND EXPOSURE

Visitor screening at reception ▼ Easing HIGH

Legacy proximity access cards ■ Steady HIGH

Fire door alarms and checks ▼ Easing ELEVATED

Guard escalation procedures ■ Steady ELEVATED

03 Remediation priorities

01 Replace legacy proximity cards with encrypted

credentials for sensitive floors.

02 Alarm all fire doors and add them to guard patrol

routes and door checks.

03 Train guards and reception to challenge, verify and

escalate unknown visitors.

E X E R C I S E  M E T H O D  M I X

Physical 55% Social 30% Technical 15%

W H A T  T H E  C L I E N T  R E C E I V E S

ILLUSTRATIVE SAMPLE. FACILITIES, PEOPLE AND FIGURES ARE ANONYMIZED OR REDACTED. FULL

REPORTS ARE DELIVERED TO CLIENTS ONLY.

OPERATIONS@TAMCINTEL.COM · +1.202.922.0068

Full exercise debrief report→
Mapped points of intrusion→
Photo and timeline evidence→
Remediation workshop on site→


